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DETAILED ACTION 

1 . This action is responsive to: an original application filed on 3 October 2003. 

2. Claims 1-19 are pendiiig; claims 1,12, and 14 are independent claims. 

Claim Objections 

3. Claim 14 is objected to because of the following informalities: on claim page 20 line 2, it 
is believed "agent" is misspelled. Appropriate correction is required. 

Claim Rejections '35 use §103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the maimer in which 
the invention was made. 

5. Claims 1-19, are rejected under 35 U.S.C. 103(a) as being unpatentable over Jakobsson 
et al. U.S. Patent No. 6,981,157 (hereinafter '157) in view of Aggarwal et al. U.S. Patent No. 
6,876,643 (hereinafter '643). 

As to independent claim 12, '^A secure communications system comprising: a first 
master agent including a control module, a receiver connected to said control module, a 
transmitter connected to said control module and a spreading sequence device connected to 
said control module for generating at least one spreading sequence to be transmitted from 
said first master agent" is taught in '157 col. 5, line 59 through col. 6, line 28; 
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^^at least two first slave agents providing a first communications network with said 
first master agent" is shown in ' 157 col. 8, lines 57-62; 

^"^each of said first slave agents provided with a control module, a receiver connected 
to said control module, a transmitter connected to said control module" is disclosed in '157 
col. 8, line 63-67; 

^^a memory device for storing at least one spreading sequence transmitted from said 
first master agent, a device for producing an outgoing message spread by at least one 
spreading sequence and a device for receiving and despreading an incoming message from 
one of the other said first slave agents" is taught in '157 col. 8, lines 8-15; 

^^a receiver connected to said central module, a transmitter connected to said 
control module and a spreading sequence device connected to said control module for 
generation at least one spreading sequence to be transmitted from said second master 
agent" is taught in ' 157 col. 5, line 59 through col. 6, line 28; 

^^at least two second slave agents providing a second communications network with 
said second master agent, each of said second slave agents provided with a control module" 
is shown in '157 col. 8, lines 57-62; 

^^a receiver connected to said control module, a memory device for storing at least 
one spreading sequence transmitted from said second master agent, a device for producing 
an outgoing message spread by at least one spreading sequence and a device for receiving" 
is taught in '157 col. 5, line 59 through col. 6, line 28; 
the following is not explicitly taught in '157: 
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^^a second master agent including a control module^' ^^and despreading an incoming 
message from one of the other said second slave agents" however '643 teaches any two nodes 
communicating with each other utilizing the method can be master and slave, therefore obvious a 
second master agent can exist in coL 6, lines 11-18; 

^^and a third communications device between said first and second master agents, 
said third communications device transmitting information between said first and second 
master agents'' however '643 teaches a super master is elected that communicates with all 
master nodes in col. 6, lines 31-51. 

It would have been obvious to one of ordinary skill in the art at the time of a method and 
apparatus for ensuring security of users of short range wireless enabled devices taught in ' 157 to 
include a means to utilize multiple master and slave devices. One. of ordinary skill in the art 
would have been motivated to perform such a modification because to a means is needed to 
organize devices on wireless transmission system see '643 (col. 2, lines 36 et seq.) "Whereas the 
above conventional arts have been proposed, there are continuous needs to provide a method, a 
system and a program product for efficiently organizing devices in a wireless transmission 
system into bounded size clusters in a short amount of time". 

As to dependent claim 13, "wherein each of said first and second master agents 
provided with a means for ensuring that the spreading sequences generated by said first 
master agent is different than the spreading sequences generated by said second master 
agent" is taught in col. 5, lines 1-18. 

As to independent claim 14, "A method for transmitting messages in a 
communications system including a master agent and at least two slave agents, comprising 
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the steps of: generating a first spreading sequence in said master agent; transmitting said 
first spreading sequence from said master agent to said slave agent" is taught in '157 col. 5, 
line 59 through col 6, line 28; 

^^storing said first spreading sequence in a memory device provided in each of said 
slave agents" is shown in '157 col. 8, lines 57-62; 

^'producing an outgoing message in one of said slave agedness spread by said first 
spreading sequenced" is taught in ' 1 57 col. 8, lines 8-15; 
the following is not explicitly taught in ' 1 57: 

^^and transmitting said outgoing message from one of said slave agents to at least one 
other slave agent" however '643 teaches any two nodes communicating with each other 
utilizing the method can be master and slave and further teaches that two slaves can 
communicate with each other in an ad-hoc network in col. 6, lines 11-18. 

It would have been obvious to one of ordinary skill in the art at the time of a method and 
apparatus for ensuring security of users of short range wireless enabled devices taught in '157 to 
include a means to utilize multiple master and slave devices. One of ordinary skill in the art 
would have been motivated to perform such a modification because to a means is needed to 
organize devices on wireless transmission system see '643 (col. 2, lines 36 et seq.) "Whereas the 
above conventional arts have been proposed, there are continuous needs to provide a method, a 
system and a program product for efficiently organizing devices in a wireless transmission 
system into bounded size clusters in a short amount of time". 
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As to dependent claim 15, ^^further including the step of periodically generating and 
transmitting additional spreading sequences from said master agent to said slave agents to 
be substituted for said first spreading sequences'' is taught in '157 col. 3, lines 43-53. 

As to dependent claim 16, ^^further including the step of randomly generating each 
of said spreading sequences" is taught in '157 col. 3, lines 43-53. 

As to dependent claim 17, ^^further including the step of generating each of said 
spreading sequences using a particular algorithm" is shown in '157 col. 6, lines 22-28. 

As to dependent claim 18, ^^further including the steps of: sensing a number of 
faulty transmitted data frames; comparing said faulty transmitted data frames with a 
predetermined threshold level; and producing and transmitting a new spreading sequence 
from said master agent to each of said slave agents when said predetermined threshold 
level is exceeded" is disclosed in ' 157 col. 46-50. 

As to dependent claim 19, ^Mncluding the step of encrypting said outgoing message" 
is taught in ' 157 col. 7, lines 36. 

As to independent claim 1, A secure communications system comprising: a master 
agent including a control module, a receiver connected to said control module, a 
transmitter connected to said control module and a spreading sequence device connected to 
said control module for generating at least one spreading sequence to be transmitted from 
said master agent" is taught in ' 157 col. 5, line 59 through col. 6, line 28; 

^^and at least two first slave agents providing a first communications network with 
said master agent, each of said slave agents provided with a control module" is shown in 
'157 col. 8, lines 57-62; 
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^^a receiver connected to aid control module, a transmitter connected to said control 
module, a memory device for storing at least one spreading sequence transmitted from said 
master agent, a device for producing an outgoing message spread by at least one spreading 
sequence" is taught in ' 1 57 col. 5, line 59 through col. 6, line 28; 
the following is not explicitly taught in ' 1 57: 

^^and a device for receiving and despreading an incoming message from one of the 
other said first slave agents" however '643 teaches any two nodes conununicating with each 
other utilizing the method can be master and slave and further teaches that two slaves can 
communicate with each other in an ad-hoc network in col. 6, lines 11-18. 

It would have been obvious to one of ordinary skill in the art at the time of a method and 
apparatus for ensxiring security of users of short range wireless enabled devices taught in ' 157 to 
include a means to utilize multiple master and slave devices. One of ordinary skill in the art 
would have been motivated to perform such a modification because to a means is needed to 
organize devices on wireless transmission system see '643 (col. 2, lines 36 et seq.) "Whereas the 
above conventional arts have been proposed, there are continuous needs to provide a method, a 
system and a program product for efficiently organizing devices in a wireless transmission 
system into bounded size clusters in a short amount of time". 

As to dependent claim 2, ^^further including a device in said master agent for 
randomly generating said spreading sequences'' is taught in '157 col. 3, lines 43-53. 

As to dependent claim 3, ^^further including a memory device in said master agent 
provided with an algorithm for producing said spreading sequences" is shown in '157 col. 6, 
lines 22-28. 
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As to dependent claim 4, "further including a memory device storing a plurality of 
spreading sequences" however '643 teaches a super node is formed maintaining information 
about a plurality of information for clusters in col. 6, lines 31-51. 

As to dependent claim 5, "wherein said master agent is provided with a device for 
producing a new spreading sequence on a periodic basis, to be transmitted to each of said 
slave agents" is taught in ' 157 col. 9, lines 32-45. 

As to dependent claim 6, "wherein each of said slave agents is provided with a 
device for transmitting to said master agent on a periodic basis a number of faulty 
transmitted data frames, said master agent producing and transmitting to each of said 
slave agents a new spreading sequence when said number of said faulty transmitted data 
frames exceeds a predetermined threshold level" is disclosed in 457 col. 46-50. 

As to dependent claim 7, wherein each of said slave agents is provided with a device 
for producing an encrypted message for transmission and a device for decrypting a 
received message" is taught in ' 157 col. 7, lines 36. 

As to dependent claim 8, "further including at least two additional slave agents 
providing a second communications network in conjunction with said master agent" 
however '643 teaches any two nodes communicating with each other utilizing the method can be 
master and slave, therefore obvious a second master agent can exist in col. 6, lines 11-18; 

"each of said additional slave agents provided with a control module, a receiver 
connected to said control module, a transmitter connected to said control module, a 
memory device for storing at least one spreading sequence transmitted form said master 
agent" is taught in ' 157 col. 5, line 59 through col. 6, line 28; 
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^^a device for producing an outgoing message spread by at least one spreading 
sequence and a device for receiving and despreading an incoming message from one of the 
other said additional slave agents'^ is taught in '157 col. 5, line 59 through col. 6, line 28; 

^Vherein said master agent produces a first spreading sequence to be used only 
within said first communications network and said master agent produces a second 
spreading sequence to be used only within said second communications network" is taught 
in '157 col. 5, line 59 through col. 6, line 28. 

As to dependent claim 9, ^^wherein said second communications network is a 
complete subset of said first communications network allowing said additional slave agents 
to receive and transmit messages from slave agents in both said first communications 
network on said second communicating network'' however '643 teaches that master-slave can 
be designated in any communication session in col. 6, lines 12-18. 

As to dependent claim 10, ^^wherein said master agent is provided with a device 
from encrypting said spreading sequence prior to transmitting said spreading sequence to 
said slave agents and said slave agents provided with a device for decrypting said spreading 
sequence" is shown in ' 1 57 col. 6, lines 49-61 . 

As to dependent claim 11, ^including at least two additional second slave agents in a 
second communications network which is a subset of said first communications network" 
however ^643 teaches any node can become master-slave in col. 6, lines 12-18; 

^^each of said second slave agents provided with a control module, a receiver 
connected to said control module, a transmitter connected to said control module, a 
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memory device for storing at least two spreading sequences transmitted form said master 
agent" is disclosed in '157 col. 8, line 63-67; 

^^a device for producing an outgoing message spread by at least one spreading 
sequence, and a device for receiving and despreading an incoming message from one of the 
other first and second slave agents" is taught in '157 col. 5, line 59 through col. 6, line 28; 

^^and wherein said master agent generates a first spreading sequence used 
exclusively by said second slave agents to communicate within said subset of said first 
communications network" is taught in '157 col. 4, lines 46-67. 

''said master agent further generates a second spreading sequence used by both said 
first slave agents and said second slave agents" 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ellen C Tran whose telephone number is 
(571) 272-3842. The examiner can normally be reached from 6:00 am to 4:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1. The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-2 17-9197 (toll-free). 



Ellen Tran 
Patent Examiner 
Technology Center 2134 
17 February 2007 



